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NAMS

If you haven’t already done so, apply for the “Public SSH Key Data Initialization Request” workflow in NAMS.
This will place the public key for your PIV authentication certificate in NED (dir.nasa.gov), and is required when
connecting to Linux machines over SSH with PIV enforcement. Provisioning happens overnight and will be
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available the next business day.

PuTTY-CAC

Please uninstall PUTTY if it is already on your machine. You will be required to install PuTTY-CAC which allows
the use of your smartcard for PIV authentication. Uninstalling PUTTY will not delete your saved sessions and

that they will be available in PuTTY-CAC.

Installing PuTTY-CAC

1) Download the latest version of PUTTY-CAC (MSI Installer)
a. https://github.com/NoMoreFood/putty-cac/releases

2) Install PuTTY-CAC

8 PuTTY CAC 0.70.0.4 (64-bit) Setup - X

#8) PuTTY CAC 0.70.0.4 (64-bit) Setup -

Destination Folder
Welcome to the PUTTY CAC 0.70.0.4
(64-bit) Setup Wizard

Install PUTTY CAC 0.70.0.4 (54-bit) to:
The Setup Wizard alows you to change the way PUTTY CAC
0.70.0.4 (64-bit) features are instaled on your computer or
to remove it from your computer, Cick Next to continue or

Click Next to install to the default folder or didk Change to choose another.

Cancel to exit the Setup Wizard, ‘C-\F[Ugram Files\PuTTY\

Change...

B o =

Cancel

8 PUTTY CAC 0.70.0.4 (64-bit) Setup

Product Features
Select the way you want features to be installed.

PRI f1nstal PUTTY files
¥ X _~| Add shortcut to PUTTY on the Desktop

i =3 v | Putinstall directory on the PATH for command prompts
= 23 v | Assodate PPK files with PuTTYgen and Pageant

This feature requires 430 1K8 on your hard drive.

Back

Girstal

Cancel

Using PUTTY-CAC

1) Make sure your PIV card is in your card reader
2) Open PuTTY-CAC

#R PUTTY Configuration

Category:
) Session
{ %o Logging
& Teminal
| Keyboad
Bl
i i Features
B Window
.| Appearance
Behaviour
Translation
i Selection
. Colours
- Connection

i Data

" Proy

L Telnet

i Rlogin

S5H

. Seral

Bbout Hep

? X

Basic options for your PUTTY session
Specify the destination you want to connect to
Host Name (or IP address) Port
I &

Connection type:
© Raw ¢ Tehet ¢ Flogn @ S3H (" Seral

Load, save or delete a stored session

Saved Sessions

Defauk Settings A Lo

Save
Delete

v

Close window on et
Aways € Never  Onlyonclean et

Qpen Cancel



https://github.com/NoMoreFood/putty-cac/releases

3)

4)

5)

6) Click Set CAPI Cert and click OK on your “Authentication — Name” Certificate

Enter the Host Name of the machine you want to connect to
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#R PuTTY Configuration

Catsgory:
- Session
Logging
=) Terminal
Keyboard
- Bell
Features
- Window
Appearance
Behaviour
- Translation
Selection
- Colours
- Connection
Data
- Proy
Telnet
- Rlogin
SSH
- Serial

T x

Basic options for your PUTTY session

Specky the destination you want to connect to

Host Name (or IP address) Port
|osBocs pivinuce gsfc rass gov 22
Connection type:

€ Raw © Iehet © Rogn & SSH ¢ Sefal

Load, save or delete a stored session

Saved Sessions

Defaul Settings ~

Close window on ext:

€ Mways € Never { Onlyonclean ext

‘ Open ]

Click the + next to SSH under Connection on the left hand side

#R puTTY Configuration

Category
- Window ~
[ i Appearance
Behaviour
Trarslation

- Selection

i i Colouns

£} Connection

Tunnels
Bugs
o Morebugs v

? x

Basic options for your PUTTY session
‘Speciy the destination you want to connect to

Host Name (or IP address) Port
JosSers-piviiniee gsfe.nasa.gov 77
Connection type:

© Raw  Tenet © Rogn & SSH ¢ Seral

Load, save or delete @ stored session
Saved Sessions

Defat Settings ~

Close window on exit

Aways ( Never (% Onlyonclean ext

Bbout Hlo | Open Cancel
Click Certificate
#R puTTY Configuration ? X

Category

- Window ~
[ i Appearance
Behaviour
Trarslation

- Selection

i 1 Colours

£} Connection

- Data

- 55H

X1
Tunnels

Bugs

More bugs v

Options controlling certficate S5H authertication
Authertication methods
[ Attempt certfficate authentication

MNete: Enabling certficate authentication wil ovemide
any PuTTY key file under the Auth’tab. This setting
hias no effect when using pageant

Authertication parameters

Set CAPICert | CloarCet |
Set PKCS Cen. | ViewCen |
Certficate thumbprint

<ne cerficate selected>

Certfficate string for authorized keys file

Copy To Clipboard

Cancel
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Category:
El- Window ~ Options controlling certficate SSH authertication
‘S":EEE‘”EE Authentication methods
-~ Behaviour
Translation e R X
Selection Note: Enabling certic
ol any PuTTY key file uny 3 o - 3
~Colours hasmosfectwhenus|  PUTTY: Select Certificate for Authentication
- Connection
- Data Authentication paramef . .
im',: Set CAPI Cort Please select the certificate that you would like to use for
el g

authentication to the remote system.

~Rlogn Set PKCS Cet..
B-S5H Authentication [

- Hast keys Cetficate thumbprint . .
Cipher <o certficate selecte Issuer: NASA Operational CA
- Certificate -
Valid From: 11/22/2016 to 11/22/2019
Auth Certificate string for auf 122/ e
;T Copy To Clipboard Click here to view certificate properties
Tunnels
- Bugs
More bugs v More choices

About Help

o

7) Click Open

#R PUTTY Configuration ? X
Category
& Window ~ Options controling cartficate S5H authertication

:;p:earﬁ"ﬂ?— Authentication methods
enaviour [¥ Atempt certficate authentication

Translation
Selection Note: Enabling certificate authentication will ovenide
b8 any PUTTY key fle underthe ‘Auth'tab. This seting
i olours has no effect when using pageant
- Connection
. Data Authertication parameters
Proxy [ SelCAPICart | CloarCort |
Tenet
Rlogin Set PKCS Cert | View Gt |
1 55H
Kext
Host keys Certficate thumbprint
Cipher CAFI
Certificate
Auth Certficate string for authorized keys fie:
m Copy To Clipboard
Tunnels
Bugs

- Mosbugs ¥

About | Help | Open \ T

8) Accept the servers key if necessary, enter your username, and hit [ENTER]

P gsScs-pivlinux.gsfe.nasa.gov - PuTTY - ] X

9) You’ll see the banner and be prompted for your PIN - Enter your PIN and hit [ENTER]
@

ActiviD*
ActivClient®

Please enter your PIN.
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10) You should now be logged in!

Using Pageant

Pageant is an SSH authentication agent. It holds your private keys in memory, already decoded, so that you
can use them often without needing to type a passphrase.

1) Make sure your PIV card is in your card reader
2) Open Pageant (it goes immediately to your system tray)

12:56 PM

3) Double Click Pageant in your system tray

Pageant Key List ? X

<

>

Add PuTTY Key | Add CAPI Cert ‘ Add PKCS Cert
Help Copy To Cipboard Close

4) Click Add CAPI Cert and click OK on your “Authentication — Name” Certificate

Windows Security

PuTTY: Select Certificate for Authenti

authentication to the remote system.

Authentication - [ I NG

Issuer: NASA Operational CA

Valid From: 11/22/2016 to 11/22/2019

Add PuTTY|

— Click here to view certificate properties
Help

More choices

0K

Cancel

cation

Please select the certificate that you would like to use for

5) You should now see a certificate in your key list - Click Close

Pageant Key List ? X%
s 3048 (o
< >
Bdd PUTTY Key | Add CAPICent | Add PKCS Cert Bemove
Help Copy To Clipboard
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6) You can now use PuTTY-CAC normally as described above, but by utilizing Pageant you can skip steps 4-
6 when connecting to a Linux machine.

WinSCP

WinSCP is an open source free SFTP client, FTP client, WebDAV client, S3 client and SCP client for Windows. Its
main function is file transfer between a local and a remote computer.

Installing WinSCP

1) Download the latest version of WinSCP
a. https://winscp.net/eng/download.php
2) Install WinSCP

B Setup - WinSCP - X . Setup - WinSCP - x B, Setup - WinSCP - x

License Agreement Setup Type Initial User Settings

Please read the following important information before continuing. What type of setup do you want? Please, select your preferred user interface options.

Please read the following License Agreement. You must accept the terms of this @ fTypical instaliation (recommended User interface style

agreement before continuing with the installation. etle b bt dectinton @S o DET‘S (et for local directory, right for remote

- instals all components rectory)
ne ~ enaies most bymeal Features =5 ke hortcuts ke in Norton Commander {and other
similar programs as Total Commander, Midnight
O gustom instalation Commander....)

- drag & drop toffrom both panels
A. BNU General Pubiic License - allows full selection of destination, components and features
B. License of WinSCP Icon Set.

(O Explorer - only remote directory
C. Privacy Palicy — - keyboard shorteuts ke in Windows Explorer
% - drag & drop
A, GNU GENERAL PUBLIC LICENSE
Version 3, 28 June 2007

(Copyright (C) 2007 Free Software Foundation, Inc. <https: fun
Everyone is permitted to copy and distribute verbatim copies of

f.oraf>
license v

Help Cancel Help <Back Next > Cancel Help <Back Next > Cancel

B Setup - WinSCP - x

Ready to Install
Setup is now ready to begin instaling WInSCP on your computer.

Click Install to continue with the installation, or didk Back f you want to review or
change any settings.

Destinatior

€:\Pros 5 (x86) WinSCP

Setup type:
Typical installation

Selected components:
WinsCP application
Drag & drop shell extension (allows direct downloads, may require restart)
Pageant (S5H authentication agent)
PuTTYgen (key generator)
Translations

Help <Back Install Cancel

Using WinSCP

In order to use your smart card with WinSCP you’ll need the assistance of Pageant (part of the PuTTY-CAC
suite). Follow the instructions in the section titled “Using Pageant” before proceeding.

1) Make sure your PIV card is in your reader

2) Open WinSCP


https://winscp.net/eng/docs/free_sftp_client_for_windows
https://winscp.net/eng/docs/free_ftp_client_for_windows
https://winscp.net/eng/docs/webdav
https://winscp.net/eng/docs/s3
https://winscp.net/eng/docs/scp
https://winscp.net/eng/download.php
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B Login X
i Newsite ] session
File protocol:
SFTP v
Host name: Port number:
I =]

User name: Password:

Save - Advanced... [

v
Tools - Manage ¥ Login Close Help

want to connect to and Click Advanced

X

3) Enter the Host Name of the machine you
B Loan -

& Newsiz ~|  Session
File protocol:
SFTP ~

Host name: Port number:

|os50xs-pivinux gsfe.nasa.gov I 2

User name: Password:

Il |

v

Tools - Manage ¥ Logn |* Close Help

4) Select Authentication under SSH on the left hand side, make sure “Attempt authentication using
Pageant” is checked, and Click OK

Advanced Site Settings

? X
Environment [JBypass authentication entirely
Directories
Recycle bin Authentication options
- SFTP Attempt authentication using Pageant
- Shel [ Attempt 'keyboard-interactive’ authentication
Connection
Proxy Respond with password to the first prompt.
- Tunnel Attempt TIS or CryptoCard authentication (S5H-1)
S5H
Key exchange Authentication parameters
- Authentication .
Bugs [ Allow agent forwarding
Note Private key file:

GSSAPT
Attempt GSSAPI authentication

[ Allow GSSAPI credential delegation

oo~ Cancel e

5) Click Login
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B Login - X

& vewsiz ~|  session
File protocol:
SFTP v

Host name: Port number:

|gs§xxspwlinux gsfc.nasa.gov \ \ 2l |

User name: Password:

save  |v
v
Tools - Manage ¥ Logn |* Close Help

6) Accept the servers key if necessary
7) Enter your username and hit [ENTER]

Usemame - gsSics-piviinux.gsfe.nasa.gov X

Searching for host...
ﬁ Connecting to host...

Authenticating.

Username:

|

8) You’ll see the banner - hit [ENTER] or click Continue

Authentication Banner - gsSas-pivlinux.gsfc.nasa.gov X

By accessing and usng this information system, you acknonledge  ~
and

consent to the following: You are accessing a U.5. Government
information system, which includes: (1) this computer; (2) this
computer

network; (3) all computers connected to this network induding end
user

systems; (4) al devices and storage media attached to this network
ar to any computer on this network; and (5) doud and remote
information

services. This information system is provided for U.S.
Government-authorized use only. You have no reasonable
expectation of

privacy regarding any communication transmitted through or data
stored

on this information system. At any tme, and for any lawful purpose,

[ ever show this banner again Help

9) You'll prompted for your PIN - Enter your PIN and hit [ENTER]

gsSus-pivlinucgsfenasa.gov x

Searching for host...
Connecting to host...
Authenticating...

Authenticating with public key
"CAPI o
agent.

ActiviD"

ActivClient®

Please enter your PIN.

PIN

oK Cancel

10) You should now be logged in!



